VERA C.RUBIN
OBSERVATORY

Vera C. Rubin Observatory
Rubin Observatory Project Office

Securing VPN service with Multi-Factor
Authentication

Hernan Stockebrand

ITTN-053

Latest Revision: 2022-01-10




R

+ [ ] —— ©
* 4 Securing VPN service with Multi-Factor Authentication | ITTN-053 | Latest Revision 2022-01-10

VERA C.RUBIN
OBSERVATORY

Abstract

The Following documents details, alternatives to setup Multi-Factor authentication
(MFA) for Rubin Observatory VPN users
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Securing VPN service with Multi-Factor Authentication

1 Introduction

The MFA is a way of computer access control to secure data and applications, in a way that a
user must prove with two or more ways his identity. It can be with a password, a time-based
one-time password (TOTP), a digital certificate, or bio metrics.

Two-factor authentication (2FA) is a method that combines just two of the previously men-
tioned components. Multi-Factor authentication (MFA) combines more than two compo-
nents.

MFA increases security because if just one of the credentials is compromised, the unautho-

rized user will not be able to know the MFA authentication requirement, and the access will
be denied.

1.1 How Multi-Factor Authentication Works?

Because MFA needs at least two credentials at login to verify the identity before granting
access. Each additional layer of authentication to the login increases security.

MFA requires the combination of the following:

+ Knowledge- Something you Know: Password, pin, or answer to security questions
+ Possession-Something you Have: Smart Card, Mobile token, hardware token.

* Inherence -Something you Are: Bio-metrics, voice recognition, fingerprint.
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2 Requirements

The IT requirements are the following:

Add and extra layer of security to the VPN connection.

This can be an OTP or a "push” notification to an smartphone

Compatibility with our systems
* Minor changes on our infrastructure for deployment

* Achieve regulatory compliance
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3 FreelPA + OTP
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FIGURE 1: OpenVPN + FreelPA Authentication Server

FreelPA is a free and opensource Identity Managment System, aims to provide a centrally
managed |dentity, Policy and Audit (IPA)

FreelPA native supports OTP authentication, and it can be enabled with just a few click inside
a user profile, then a QR code is generated and is can be scan with an Smartphone with the
app FreeOTP.
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T freelPA
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FIGURE 2: Enable OTP on IPA

Configure your token x

Configure your token by scanning the QR code below. Click on the QR code if you
see this on the device you want to configure.

You can use FreeQTP as a software OTP token application.

Show configuration uri

Aceptar

FIGURE 3: QR Code to be Scan with the suggested app

No other change on any other service is needed, because this is transparent to the VPN ser-
vice.
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3.1 Test

In our test, when connecting with the VPN client, on this case OpenVPN Connect, there is no
aditional field or box requesting the aditional OTP code, so the user password and OTP code
must be write togheter on the password field, as the example shows on the next image

Enter password

Profile: VPN RUBIN

Password

password123456|

FIGURE 4: Password field on OpenVPN Connect client

The feature of a new field or a box requesting the OTP code is only available on the paid
version of OpenVPN Acces Server. So this can be a litle confusing to users, due to the way to
write the password and code on the same field.
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4 DUO Authentication

‘:h_ — —
r’ Internal Network
I
I Mobile Client
1 1
1 1
i Y
Verifies Identity
with Push Mofification T
A\ - T, ’
.\ r = '
= L - | |f, 'r
- -

FIGURE 5: OpenVPN + DUO Proxy

Duo Security is a security platform that provides push notifications to autorize or deny a user
login, on our case a VPN connection.

Users can be syncronized to the Duo Dashboard, to automatically enroll users sending a Wel-
come Email, leting the user install and sync the account with the app on his smarthphone.

On this case a service called "Proxy” is need to be install on la machine inside the local network.
On the OpenVPN configuration a change is needed on the authentication servers, now it need
to be pointed to the proxy, so besides sending a Idap request to the local Idap server, it will

request authization to the user via the app recently installed on this smartphone.

Temporary Text

4.1 Test
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5 Final Toughs

DRAFT 7 DRAFT



R

+%5 T
* 4 Securing VPN service with Multi-Factor Authentication | ITTN-053 | Latest Revision 2022-01-10

VERA C.RUBIN
OBSERVATORY

A References

B Acronyms

Acronym Description

IT Information Technology

PMO Project Management Office

VPN virtual private network
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